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FIGURE 9
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FIGURE 14




US 9,363,651 B1

Sheet 15 of 64

Jun. 7,2016

U.S. Patent

SPERL BRO F U

i
H
i
i
4

ST FUNOI4




U.S. Patent Jun. 7, 2016 Sheet 16 of 64 US 9,363,651 B1

030

FIGURE 16

020




US 9,363,651 B1

Sheet 17 of 64

Jun. 7,2016

U.S. Patent

IARE

s Bigfe 1v om0
sxpaRs g 1T
AMIIEIS APPEA + Gy ¢

3
BF

pE Y11 308 B
s Big 1y as 0

TSR

WIS + ME ¥ TTT08 T
AIRE > 13 Bl 1yrae 1 @
Sava s DR ORIy 7

i
FRAEs AR




US 9,363,651 B1

Sheet 18 of 64

Jun. 7,2016

U.S. Patent

81 FUNOI4

LTHOD

G SEONUHD
$IGNID
468046840 HLIM

Nogs 20 wegg

4684 - WEBA ZELSY

YIAUIS 4141 aNY
ADTJIOHSYL

SOR—

SL93

§492

$IMO4



US 9,363,651 B1

Sheet 19 of 64

Jun. 7,2016

U.S. Patent

61 FUNDI

L5eL4 03 abeusrz B

SOODDTOSEN~C0DIFNOSED WOAF Esexy "
gd%ﬂ& OEZRRKG T GOUIGSTONG G- BRROLD LT JROA0BH

[OGDOYTORG %% Axnue pPREMESE ‘qEzBESTOID-DO0DNYIOXD TEPEDT BIIZ awy
LELAL) Topnnoxd arversp Sursy

WODHURE | UL pasdery m A

BNeessanDy

opooonagion]  GL®N ssia0ionaETn | 59sSRpY DY vs

UoreulIog ey

g

10 puas | oS mogdyis] oM ALt

roszeorzel} dIAMBE  goraszmorzer] o Aminduay

pasnsuny @104

H _ SesuRY Bl TR _ 3404 i

UDBRIUIG R SSUBITT. SNRg LRIy




US 9,363,651 B1

Sheet 20 of 64

Jun. 7,2016

U.S. Patent

SLIOREIY PO Buinoy

T

02 34N9OId

saqepdn yeag peay

Il

JBAE| L Hd

SMILNCE He3M

DNTIdNYS O LMOD

%

v

B8 P4

SOELIEIUT LESI-IE]

B e |jouuoD ysal

Jipsouby OpEy - Dl SUL Sa00e S)S Sep S




US 9,363,651 B1

Sheet 21 of 64

Jun. 7, 2016

U.S. Patent

T¢ 34N

Sioalle slliodal iUl pULELD
sz 03 peledcife () Ayespueudd
=3

Lo 2R SIRULIELD MELpped pUB adihes

HICMELE B JO
1583 LD J08Y8 ou seL Aeoo)

[RELEEET WA A0 U] RUE 30



US 9,363,651 B1

Sheet 22 of 64

Jun. 7,2016

U.S. Patent

¢Z FHNDI

RSN

sueioig AL

N W wiRLRTy

91C¢

SN
-
3

o

cree

ulj Jaulelg oL

aIHVYAINT

wTLIM,,

1% gHIMll



U.S. Patent Jun. 7, 2016 Sheet 23 of 64 US 9,363,651 B1

5010
5020
5030

SHIAIIONUSNVHL 37T AIAVHINI

Power Replication
FIGURE 23

USB, Ethernet Etc.

N- Logical "Radio” Modular Mesh aware Bridge

SVNNILNV OIGVY HL0013N179 GNV IJIM

5040



US 9,363,651 B1

Sheet 24 of 64

Jun. 7,2016

U.S. Patent

Z JUNOTS
(s@a1ne( 01 Julod SS9V WoJ)) sjexoed eAledal je 104 :MO01g AT : ) .

S03A0D 6229 pue L12'S Joj sw 0Z JWIL NOILYZILINOV : 9] »

S13MOVd GAI0TH {04 dINAFASTA FNIL JO MO0T1d [

)| 7 A
—qdL

IRNRi

SUOISSIWSUBL] dIOA NG 10} SwWil] :Y20|g SAI209Y



US 9,363,651 B1

Sheet 25 of 64

Jun. 7,2016

U.S. Patent

SZ F¥NSIS

10GC

“
-
v

N
o

¥

L I T LT T T

9JIAISS B1e(] puk 9JI0A Sjeledss




US 9,363,651 B1

Sheet 26 of 64

Jun. 7,2016

U.S. Patent

9¢ 3YNSId

059¢

¢c9e

0v9c¢

0€9¢

029¢

019¢




US 9,363,651 B1

Sheet 27 of 64

Jun. 7,2016

U.S. Patent

L2 NDTH
V 191sn[D pajejosy

3I0MIBU [BULDIX3 SaAe3|/sulol 4o1sn|o paie|os]

6l1¢

NI0OMIIN
[eUIIXH LIS

N

605 AOAIRS dIS



US 9,363,651 B1

Sheet 28 of 64

Jun. 7,2016

U.S. Patent

87 FUNSOId

Nd7 U S3Wo00a( auo Loiym sopidap (4g1) uoipung J1a)ea.g 911 Y «

19430 9y3 suiof pue N4 SPW03q U0 “IDYI0 Yoed 995 SY4T OM] UDYM »

N e
)
\
Nz

fobion ._

A

— TFET

zee | N4T)|
i

Z18{ N1 |

’ d,,

S8 /

\ 3 0008
0018 SSARD3UIQ Adij0d 49d 9841 gnS MomIaN Buneold yim ssbisiy 9311 qns lomsy buieold



US 9,363,651 B1

Sheet 29 of 64

Jun. 7,2016

U.S. Patent

62 NOI

§5=>N=>0 pue [lI=>W=>0 LBYM LSCNW-55C'Y O ONW-S5C'V
39 ATNOM IAON FHL 40 IDVdS SSTUAAY dOHA FHL

¥, 40 S8ST-8 FHL 40 LNITVAINDI TVIWIDIA IHL A 131 T

L, 40 SESW-L FHL 40 INFTVAINOI TVWID3AA AHL 3G M. 131 T
pue dniyvis 1v. ¥, 438NN HG-ST WOANVYH ¥V 3SOOHD S3AON 191 ®
SHI0MIDU BUIEO|} J0J SIDINISS dOHA PRINGLISIP 0] SHY ST ubissy  «

SHHoMmIBU TG0 Pue DILVIS NIIMLIEF JOVAS SSTHAAY dN LITdS FALLOTAUIA ADI10d

ajqissod sjuald 557 dn yum yoes sidomisu anbiun .. 7 1 31 9T yoes ase A ‘x .

(SST-0) Q9T TT GISVI INITTD SIN o
(562~ 0) M4 9T QI-NYOMLIN-HIWOLSND Y} SoURPY  »
UMY A XY IWHOL FHL 40 SISSTAAAV JI »

Q3ISN SI 0°0°0°$5Z 40 NSVIW LINGNS G3IXId V INNSSY

NOILNTOS3Y LOITdNOD LNIHIHNI HLIM 3DIAU3S dOHA A3LNgIrdisia



US 9,363,651 B1

Sheet 30 of 64

Jun. 7,2016

U.S. Patent

0g F™NOIL

apoy pedund ssa-50 o gy o

Jossad0ld Jabuey Joy pajid wos

Aleddl aorlaz oy Al paddns .
zEoaas paEanbal uoeoddy .

EH00IG BR0D BUIRAOUL T WHoU oy

E

ap0T 8N0S T

SUDIPRIREL | JOsEao0d

[BEY SO LY WojshD

apoT 2149 BARC

P S0IN0S O

2 UDIPPNIIEU] J0SE3000 4

S0 XhU oo un AP

awsa)dag (553 {Iey5) spoD UEa T

HIE]S JUS WA |da ] SpoT U wWoD

ualjenba aygy Wod suyae ) [FNJ S0 JO pEAIaAD SA0UIEY Bany A2y
SUOED||dde wWagsAs pappag e 3500 w0 | 0y Juid 300 w0 Eaeign




US 9,363,651 B1

Sheet 31 of 64

Jun. 7,2016

U.S. Patent

T€ JUNSI

WdI004 MO} 10} sUoREINBLUCD alempiey usamlaq syoaper sourwiouad/eond azAleue dioy
‘ydelf Mol Ul 3pou YIes 03 UMOp aoueuliouad/uLIdIon) BzAjRUR pue Moy welbold maIA
(3SEITI) HHomawety JuswdoRARq JIBUXT UdO S,IWGT 40 doy U ying

safsadoid
wauodwon

sjuauoduion
HNg aud

e DA

saledosd jusuoduion
pue ajejdis) MOJ4 oy
apoy paeiausb oiny

RIS I s
s e

N S

G

Bujuung
$855900ud
e main

i3
3
v wtig

SAZABP JULII00) MO BUIIpIING 104 Jiomouresy ucieyddy

EH G A

£
BN

i E

s)pnasuoy #
MO

Wi T L 4

onnear 3§ ,@

£

Jaeih MOl 5593014

YRR T

LR R




U.S. Patent Jun. 7, 2016 Sheet 32 of 64 US 9,363,651 B1

FIGURE 32
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FIGURE 33
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FIGURE 43
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CHIRP NETWORKS

CROSS REFERENCES

The instant application claims priority as a continuation in
part of U.S. Utility application Ser. No. 13/627,883, filed on
Sep. 26,2012, patented as U.S. Pat. No. 8,923,186 on Dec. 30,
2014.

The instant application claims priority as a non-provisional
utility application of Provisional Patent Application Ser. No.
61/615,802, filed on Mar. 26, 2012, and Provisional Patent
Application Ser. No. 61/621,926, filed on Apr. 9, 2012, the
contents of which are hereby incorporated by reference.

The instant application claims priority as a continuation in
part of U.S. patent application Ser. No. 13/571,294, filed on
Aug. 9, 2012, presently pending, the contents of which are
hereby incorporated by reference.

The instant application claims priority as a continuation in
part of U.S. application Ser. No. 13/541,446 filed on Jul. 3,
2012, presently pending, which in turn claimed priority as a
non-provisional of U.S. Provisional Application No. 61/555,
400 filed on Nov. 3, 2011, the contents of which are hereby
incorporated by reference.

The instant application claims priority as a continuation in
part of U.S. patent application Ser. No. 12/696,947, filed on
Jan. 29,2010, patented as U.S. Pat. No. 8,520,691 on Aug. 27,
2013, which in turn claimed priority as a non-provisional of
U.S. application Ser. No. 61/148,803 filed on Jan. 30, 2009,
and also as a continuation in part of the U.S. Utility applica-
tion Ser. No. 11/084,330 filed Mar. 17, 2005, currently aban-
doned which in turn is a continuation-in-part of U.S. Utility
application Ser. No. 10/434,948, filed on May 8, 2003, pat-
ented as U.S. Pat. No. 7,420,952 on Sep. 2, 2008, the contents
of which are hereby incorporated by reference, including
Appendix A.

The instant application further claims priority as a continu-
ation in part of U.S. Utility application Ser. No. 12/352,457,
filed on Jan. 12, 2009, patented as U.S. Pat. No. 8,477,762 on
Jul. 2, 2013, which in turn claimed priority as a continuation
in part of U.S. application Ser. No. 11/266,884, filed on Nov.
4, 2005, and issued as U.S. Pat. No. 7,583,648 on Sep. 1,
2009, the contents of which are hereby incorporated by ref-
erence.

The instant application further claims priority as a continu-
ation in part of U.S. Utility application Ser. No. 12/625,365,
filed on Nov. 24, 2009, patented as U.S. Pat. No. 8,514,852 on
Aug. 20, 2013, which in turn claimed priority to U.S. appli-
cation 61/117,502, filed on Nov. 24, 2008, which are hereby
incorporated by reference.

FIELD OF THE INVENTION

This invention relates to the field of computer networks and
machine communications and, more particularly to a network
system and method for facilitating large scale messaging.

BACKGROUND OF THE INVENTION

Over the next decade, most devices connected to the Inter-
net or other global network will not be used by people in the
familiar way that personal computers, tablets and smart
phones are. Billions of interconnected devices will be moni-
toring the environment, structures, transportation systems,
factories, farms, forests, utilities, soil and weather conditions,
oceans and resources. Many of these sensors and actuators
will be networked into autonomous sets, with much of the
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information being exchanged machine-to-machine directly
and without human involvement

Machine-to-machine communications are typically terse.
Most sensors and actuators will report or act upon small
pieces of information—*“chirps.” Burdening these devices
with current network protocol stacks is inefficient, unneces-
sary and unduly increases their cost of ownership.

The architecture of the Internet of Things necessarily
entails a widely distributed topology incorporating simpler
chirp protocols towards at the edges of the network. Interme-
diate network elements perform information propagation,
manage broadcasts, and provide protocol translation. Another
class of devices house integrator functions providing higher-
level analysis, for both near-edge analytics and broader-scope
analysis. Small chirp data will feed “big data” systems.

The propagation of pollen and the interaction of social
insects are relevant to the emerging architecture of the Inter-
net of Things described in the instant application. Pollen is
lightweight by nature, to improve its reach. It is inherently
secure, only the receiver can decode its message. Nature’s
design is very different from today’s traditional large packet
and sender-oriented network traffic.

This application describes reasons why we must rethink
current approaches to the Internet of Things.

Appropriate architectures are described that will coexist
with existing incumbent networking protocols. An architec-
ture comprised of integrator functions, propagator nodes, and
end devices, along with their interactions, is explored.
Example applications are used to illustrate concepts and draw
on lessons learned from Nature.

Certain aspects of the embodiments disclosed in the
present application are extensions or additional uses of the
methods and systems disclosed in the referenced earlier
applications and patents. For instance, in the referenced
patent applications, a method to change the network topology
by employing multiple radios is described in U.S. application
Ser. No. 10/434,948, filed May 8, 2003 in FIGS. 1,2,3,4,5,6,
78.

FIG. 18 in that same application depicts a two-radio mesh
network, with one radio for the backhaul and another servic-
ing clients and providing the backhaul to other nodes of the
network. As described in that application and in the instant
system, extensions of the logical two-radio approach include
three and four radios.

There is increasing interest in employing one network to
support video, voice and data traffic. Currently, the video,
voice and data networks are often kept on distinct networks
with either physical or logical separation since each addresses
differing latency and bandwidth requirements. The challenge
lies in providing—within the same network—the ability to
address potentially conflicting latency and throughput needs
of diverse applications.

For example, voice needs to be transmitted with low delay
(latency). Occasionally lost voice packets, while undesirable,
are not fatal for voice transmissions. Conversely, data trans-
missions mandate delivery of all packets and while low
latency is desirable it is not essential. In essence transmission
across the wireless network should (ideally) be driven by the
needs of the application.

Building a reliable wireless network comes with other
constraints specific to wireless. Some routing paths may be
best for voice, others for data. In Wired LAN applications
separate routing paths are more easily accomplished since
each port on the LAN is connected to one client machine.
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Each node may be configured to provide the performance
characteristics required by that application. If all computing
devices were wired, each could have different Quality of
Service (QoS) settings.

This level of granularity is not possible in wireless net-
works. Radio is a shared medium. It is prone to interference
from other radio transmissions in the vicinity. A direct reper-
cussion of radio interference is that a separate Access Point
(AP) for each client machine is not practical. An AP can
interfere with other APs and there are not enough non-inter-
fering channels to go around. Further, while each additional
radio may increase bandwidth capacity, it may also cause
more interference between radios—perhaps even reducing
the overall capacity of the network Controlling Network
Topology. The challenge lies in enabling each Access Point
node to support differing application requirements and ensur-
ing that the aggregate demand of each Access Point be
addressed without an appreciable loss in performance for
individual clients. Additionally, if the network configuration
needs to change then changes to network topology must occur
in a stable and scalable manner.

Aggregate demand may be expressed as a range of accept-
able latency and throughput values. Note that latency and
throughput are often conflicting objectives. Low latency
(least number of hops) may cause low throughput. High
throughput may require increased latency.

In the patent application Ser. No. 10/434,948, filed May 8,
2003, amethod to change the network topology by employing
multiple radios is described and the changes in mesh topology
is illustrated by FIGS. 1,2,3,4,5,6,7.8. FIG. 1 shows how the
latency/throughput gradually changes with network topol-
ogy.

FIG. 1 is made up of four individual sections, labeled 1
through 4. In each of these sections, the main area shows a
number of radio devices configured in a specific mesh topol-
ogy. The radio devices are part of the backhaul—each of them
is therefore both an Access Point (AP) and a bridge to the
backhaul, through other APs. Each node in the figure repre-
sents a 2-radio system where one interface is “down” provid-
ing connectivity to client stations and other APs connecting to
the backhaul through it. The second radio provides the back-
haul path “up” to the wired backbone.

The AP/bridge connected to the wired backbone is labeled,
the “Root”. (There is only one root in this topology, though
that is not a requirement. All that is required is that the number
of root be greater than or equal to one.) The other nodes must
transmit their packets to the root in order to have them placed
onto the wire. The solid lines between nodes and the root
represent the mesh topology.

Each of the four sections also is labeled with the “Backhaul
throughput”—which for the simulation is measured as an
inverse relationship to proximity. The relationship between
throughput and proximity is modeled as in inverse square law
based on experimental data. The curve is shown in the lower
left hand corner of section 4 in FIG. 2. The simulation envi-
ronment includes the ability to change the throughput-dis-
tance relationship for differing radios and wireless cards.

Each section is also labeled with the “backhaul number of
hops”, which represents the average number of hops that a
packet in that network will have to make in order to reach the
root. The sections should be examined beginning in the upper
left, and proceeding clockwise. The important results are:

In section 1, the network is configured in order to optimize
latency, that is, in order to minimize the total number of hops
that packets will need to make. All nodes transmit their pack-
ets directly to the root. However, of all the possible configu-
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rations this has the lowest total throughput, because some of
this one-hop links will be of low data rate due to physical
separation between the nodes.

In section 2, a tradeoff is starting to be made between
latency (hops) and throughput. As the network is directed to
emphasize throughput, it begins to make changes to the topol-
ogy such that a larger number of hops is used in order to make
sure that each mesh connection is at a higher data rate. A
single change has been made in this case, as shown by the
solid red line. Data from this node must now pass through an
intervening node before reaching the root.

Section 3 shows even more of an emphasis on throughput,
with an additional node now using a two hop path to the root,
and the throughput rate increasing from 55 to 59.

Section 4 shows a mesh topology with a high emphasis on
throughput, less on latency. Five of the nodes are now using
two hop paths to reach the route, increasing the throughput to
64, butincreasing to latency as well, since the average number
ot hops is now 1.6

Logical 2-Radio Mesh Backhauls

The network topology control system described in U.S.
application Ser. No. 10/434,948, filed May 8, 2003 is based
on a 2-Radio system shown in FIG. 18 in that application and
included as FIG. 4 in this application. There are two radios in
each mesh node, for the uplink and downlink support. Radio
010 is upward facing and connects to the downlink (labeled
020) of its parent radio. Thus, a chain of connectivity is
formed as shown by labels 040-050-060. In addition to pro-
viding a chain of connectivity, the downward facing radios
(020) also provide connectivity to clients (such as laptops)
shown as triangles. One such client is labeled 030.

There is a cloud surrounding each mesh node. This is the
coverage area of the radio signal for the downward facing
radio. They are colored differently to depict that each is
operating on a different channel than other radios in its vicin-
ity. Thus each radio belongs to a different Basic Service Set
(BSS) or sub domain of the network. As such the system
resembles a wired network switch stack. A wired network
switch stack also has a similar tree structure with similar
uplinks, and downlink connections. See FIG. 4. Labels 040-
050-060 form a functionally identical chain of connectivity.
Also, each switch in a network switch stack operates on a
separate sub-domain of the network.

Why Logical 2-Radio Mesh Backhauls are Needed.

Serious bandwidth degradation effects occur with single
radio mesh networks. The LHS diagram on FIG. 2 depicts a
typical 2 radio mesh network. One radio (010) provides ser-
vices to clients while another radio (020) is part of an Ad Hoc
Mesh—where all radios are operating on the same channel as
depicted by the same color clouds (030)

In contrast FIG. 2 RHS depicts a logical 2-Radio where
each mesh radio (025) is part of a distinct sub domain of the
network, depicted by different color clouds (035).

Returning to the LHS of FIG. 2, all the backhaul radios
(020) are on the same channel and thus are all part of the same
network. In essence they form the wireless equivalent of a
network hub.

Network hubs are not scalable because there is too much
interference between all the members of the hub as the hub
becomes larger. Exactly the same problem exists with con-
ventional mesh networks. After 1-2 hops the co-channel inter-
ference between the mesh nodes (020) no longer allow high
bandwidth transmissions.

There is another issue with single radio mesh backhauls
which prevents scalability. Bandwidth degradation occurs
with each hop—typically 50% per hop with single radio mesh
backhauls. Refer to FIG. 3. On the left hand side is a single
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radio backhaul. Ifit is part of a relay path then every packet it
receives must be re-transmitted on the same radio: Label 010.
This with each hop the effective throughput reduces by 50%
from the previous hop. This makes bandwidth available at the
end of the 3rd hop Y of the available bandwidth. This is
unacceptable for high performance requirements in either
enterprise infrastructure networks or mission critical applica-
tion requirements e.g. emergency response systems.

On the RHS FIG. 3, Labeled 020, there are two radios—
one to receive data and another to re-transmit. Now, the effec-
tive throughput is not compromised because there are two
radios, operating on non-interfering channels. Simultaneous
send and receive is now possible.

Single radio mesh backhauls do not present a scalable
solution to addressing high bandwidth requirements for a
mission critical network.

SUMMARY OF THE INVENTION

Accordingly, there exists a need to support the perfor-
mance requirements of mission critical mesh networks in
multi-hop situations. FIG. 4 shows the infrastructure mesh in
a topology with a 2-radio unit in a multiple hop wireless
network. The rectangular icons in this figure represent the
APs, which have formed a mesh in order to support clients.
The triangular icons represent these clients. At the top of the
figure are the root Access Points or APs (two, in this example)
that have a direct connection to the wired backbone. Each of
these APs creates a separate BSS using a separate RF channel.

The BSSs (Basic Service Sets) are labeled as BSS [hops],
[index], so BSS 1,1 indicates that this is the first BSS for
which one hop is needed to reach the wired backbone. For the
non-root APs, one radio serves as an AP to its clients; the other
radio acts as a backhaul.

The radio interface—labeled 010—acts as a connection to
the “Parent”—the backhaul. It operates in station mode: it
appears as a client, no different from other clients shown as
triangles. The backhaul and AP radio, colored gray—Ilabeled
020—operates in AP mode: it services clients, including other
Access Points accessing it as clients, through their second
radio operating in station mode. In the lower layers, a descrip-
tion such as BSS 2,3 mean that this is the third AP for which
two hops are required to reach the wire. Triangles denote
client radios (see Label 030).

Radio is a shared medium where only one device can be
“talking” at a time. As networks grow, performance degrades
rapidly as the same AP services more clients. The AP’s BSS
becomes unmanageable. The need to split up the network into
smaller groups becomes essential to the health of a network.

A classic solution is to split up the wireless network into
smaller groups (BSS), each of which is operating on a non-
interfering channel with other groups (BSS). Simultaneous
“conversations” are now possible in each BSS. This solution,
however, is not available in an ad-hoc (peer-to-peer) mesh
solution, because such a solution must, by definition, create a
single, large, BSS.

Each BSS shown in the infrastructure mesh of FIG. 4,
however, is not interfering with other transmission channels
allocated to neighboring BSSs. Channel Interference is con-
tained and spatial re-use is possible. Two-radio solutions are
therefore more impervious to noise than their 1-radio coun-
terparts. Channels can automatically be re-allocated to avoid
unpredictable sources of interference such as radar or unau-
thorized transmissions that may be present in emergency or
military situations.
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The Logical 2-Radio Concept is Distinct from Conven-
tional Mesh.

The Logical 2-Radio concept must not be confused with
other mesh approaches that may also use 2 (or more) physical
radios. This is referred to as a “Dual-radio” mesh and shown
on the LHS of FIG. 2.

FIG. 2, LHS shows that one radio services client while the
other forms an ad hoc mesh. Separating the service from the
backhaul improves performance when compared with con-
ventional ad hoc mesh networks. But a single radio ad hoc
mesh is still servicing the backhaul—since only one radio
communicates as part of the mesh. Packets traveling toward
the Internet share bandwidth at each hop along the backhaul
path with other interfering mesh backhauls—all-operating on
the same channel.

Such systems are not scalable since the backhaul is still as
single radio and suffers from the bandwidth degradation with
each hop, endemic to single radio backhauls, see FIG. 2 label
010. In contrast, the Logical 2-Radio concept described in
this document focuses on a multiple radio backhaul as shown
in FIG. 3, Label 020.

It should also be noted that regardless of the number of
radios allocated to the backhaul and those allocated in service
of clients, the system resembles a wired switch stack from a
logical perspective. Other mesh architectures resemble a hub.

Adding more Physical Radios

The logical 2 radio approach forms a network having a
tree-shape hierarchical arrangement as shown in FIG. 4. One
radio provides the uplink to a parent radio and another to the
downlink to child nodes. Thus the 2-Radio mesh node labeled
040 is a parent to mesh Node labeled 050. The mesh Node
labeled 050 is a parent to mesh node labeled 060.

Mesh node labeled 050 also has two client radios, shown as
triangles, one of which is labeled 030. Lack of a separate radio
to service clients limits the effective backhaul bandwidth for
the network, since clients are sharing bandwidth on the back-
haul. It also prevents the use of proprietary but more efficient
transmission protocols on the radios, since those radios also
have to “talk” with client radios that demand a non-propri-
etary and less efficient protocol.

An extension of the logical 2-radio functionality is to use
three radios with two separate radios for the (high speed)
backhaul and one more radio for separate (slower) service to
clients, as depicted in FIG. 6. As shown there, in one embodi-
ment the network also uses the tree like structure. But this
time the two backhauls are dedicated radios (labels 010, 020)
and there is a separate radio (025) to service clients (030)
only. The chain of connectivity (040-050-060) has not
changed.

Note that while more (physical) radios have been
employed, FIGS. 4 and 6 are functionally identical. In both
cases, the functionality of uplink and downlink are separate.
In FIG. 4, the downlink supports both client and mesh nodes.
In FIG. 6, the radio (020) providing downlink connectivity is
now dedicated to backhaul services while another radio (025)
services clients (030). There is performance improvement of
shifting the slower traffic from clients to another radio so the
backhaul can operate in the “fast lane” but beyond this imple-
mentation improvement FIG. 6 and FIG. 4 are functionally
identical.

This invention addresses multiple embodiments of the
logical 2 radio approach depicted in FIG. 4 provides solutions
that address a variety of networking applications. These
embodiments are shown in FIGS. 5, 6, 7, 8, 9. Extensions to
support voice and video in mission critical public safety net-
works are described in FIGS. 10, 11, 12. This invention also
addresses how combining the logical radio embodiments may
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be dynamically reconfigured—in the field and on the fly—to
support both infrastructure style mesh networks and conven-
tional ad hoc mesh networks. These Hybrid mesh networks
for military and public safety applications are discussed and
shown in FIGS. 13, 14, 15.

BRIEF DESCRIPTION OF DRAWINGS

In order to more fully describe embodiments of the present
invention, reference is made to the accompanying drawings.
These drawings are not to be considered limitations in the
scope of the invention, but are merely illustrative.

FIG. 1 illustrates how the network topology is changed by
selecting a different backhaul in a two-radio system, with one
link to the backhaul AP and the other link servicing the child
AP. Tt depicts four network topologies. Each of the four net-
work topologies provides a different set of performance in
terms of latency and throughput. The mesh control software
adjusts the latency and throughput parameters to meet voice/
video or data performance requirements in terms of latency
and bandwidth.

FIG. 2 contrasts the conventional “Dual Radio” mesh with
the Logical Two-Radio Mesh. On the LHS of FIG. 2, 2 radios
labeled 010 and 020 provide client connectivity and ad hoc
mesh backhaul functionality, respectively. All the mesh back-
haul radios (020) are on the same channel depicted by the
clouds of coverage of the same color (030). There are all part
of the same sub-network. In contrast, on the RHS of FIG. 2,
the same radio (025) provides service to clients and also
backhaul functionality but operates in different sub domains
depicted by different color clouds of coverage (035). The
LHS resembles a “hub”, the RHS a “switch”. Hubs are not
scalable.

FIG. 3 compares the two step process of a single radio relay
to atwo-radio relay. On the left side, (010) a single radio relay
is shown. Every packet received has to be re-transmitted on
the same radio. Thus the bandwidth with every hop in a single
radio mesh network is reduced by approximately 50%. After
three hops, the Bandwidth would be %4 of what is available at
the Ethernet backhaul. On the RHS (020) a two-radio back-
haul is shown, where packets received on one radio are re-
transmitted on another radio operating on a non-interfering
channel. Now there is no bandwidth reduction with every hop
and bandwidth is preserved with every hop. Two radio mesh
backhauls are thus scalable while single radio backhauls are
not.

FIG. 4 shows how the structure of two-radio multiple hop
mesh network where each two radio unit services a Basic
Service Set (BSS) by configuring one of the two radios to
serve as an AP to its clients. Clients may include the second
radio of another two radio system, with this radio configured
to run in station mode, providing the backhaul path back to the
Ethernet link. In the insert, the uplink radio (labeled 010)
connects to the parent mesh node while the downlink radio
(labeled 020) acts like an Access Point to client radios, includ-
ing other mesh nodes that connect to it through their uplink
radio. Note that all service radios (020) operate on different
non-interfering channels, depicted by different color ovals.

FIG. 5 shows the similarities between FIG. 4 and a wired
switch stack with the same chain of connectivity 040-050-
060. Both have the same tree-like structure and up link and
down link connections. In both cases the units (040,050,060)
operate on a distinct sub domain.

FIG. 6 illustrates one embodiment of the two logical-radio
approach with three physical radios. Two radios constitute
logically one radio of the two logical radio concept, while the
third physical radio serves clients as the second radio of the
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two logical radio concept. By eliminating the sharing of
physical radios for both backhaul and client services, the
backhaul bandwidth has improved and also reduced the
dependency to use the same type of radios for the backhaul
and the client. In the insert, the uplink radio (labeled 010)
connects to the parent mesh node while the downlink radio
(labeled 020) connects to the uplink radio of child mesh
nodes. The service radio (labeled 030) act as Access Points to
client radios shown as triangles. One such is labeled 040.
Note that all service radios (030) operate on different non-
interfering channels, depicted by different color ovals.

FIG. 7 illustrates another embodiment of the two logical
radio approach but with five physical radios. The uplink and
downlink radios (shown as one radio FIG. 6) are split into two
radios, in this embodiment, with each responsible for one
direction of'traffic. Bandwidth is doubled and latency halved,
since traffic in the opposing direction now has its own channel
or logical “lane”. Thus, the radio labeled 010 in FIG. 6 is now
radios 012 and 010. Similarly, the radio marked 020 in FIG. 6
is now split into radios labeled 022 and 020. The radio pairs
012-010 and 022-020 provide the same functionality as the
radios labeled 010 and 020 in FIG. 6 but with twice the
bandwidth and approximately half the latency.

FIG. 8 is an extension of the five-radio embodiment shown
in FIG. 7. In FIG. 7, there is one service radio to service both
voice and data customers. However voice and data traffic has
different performance requirements. By having different
Access Point radios service the voice and data clients, the
contention between voice and data packets attempting to gain
access to the same medium is reduced. Also, with different
radios servicing the data and voice clients, the voice and data
packets can now be treated differently. The Access Point
radios servicing the voice clients could therefore be operating
in TDMA (time division multiple access) mode while the AP
radio servicing the data clients operates in CSMA (Collision
Sense Multiple Access) mode. The two radios (032) and (034)
thus provide different functionality. VoIP devices such as
phones connect to the former, data devices such as laptops to
the latter.

FIG. 9 is a five-radio extension of the three-radio configu-
ration shown in FIG. 6 but with more dedicated service radios
operating on different frequencies for different types of client
radios.

FIG. 10 shows the maximum VOIP bandwidth available
per client, using 802.11 radios, as the number of clients
increase. This is the size of the packet that each client can send
every 20 ms. As the number of clients increase the size of the
packet—and the associated voice quality—drops dramati-
cally. In one embodiment, to achieve 64 Kbps voice quality, a
802.11b radio can support around 25 clients.

FIG. 11 shows the maximum VOIP bandwidth available
per client, using 802.11a radios, as the number of clients
increase. This is the size of the packet that each client can send
every 20 ms. As the number of clients increase the size of the
packet—and the associated voice quality—drops dramati-
cally. In one embodiment, to maintain 64 Kbps voice quality,
an 802.11a radio can support around 55 clients.

FIG. 12 shows extensions developed and implemented in
the mesh network stack to provide an efficient backhaul for
voice. The small voice packets are concatenated into larger
packets and sent (as one packet) at regular intervals to the
backhaul radios. At each mesh node voice packets intended
for that destination are removed and the rest sent back (as one
large packet).

Salient portions include the Packet classifier (labeled 010)
that recognizes voice packets based on size and regularity of
transmissions, the VOIP concatenation engine (labeled 020)
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that “containerizes™ small voice packets into a larger “con-
tainer” packet for more efficient transportation, Real time
extensions (labeled 030) to the Linux kernel enable the sys-
tem to provide near real time performance regarding sending
and receiving the latency sensitive VOIP container packets
through the network——regardless of what the Operating Sys-
tem is doing at the time.

FIG. 13 shows the concept of a “Hybrid Mesh network”
where 2 radio systems provide two types of service. In one
case, they are part of an infrastructure mesh as shown by the
2-radio mesh node labeled 010. In another embodiment, the
same node may be dynamically reconfigured to support ad
hoc peer-to-peer connectivity. The node labeled 020 (marked
as E8) has two radios. One is intended for client radio con-
nection to infrastructure mesh nodes—see the radio labeled
030 on the unit marked E9. The other provides a peer-to-peer
mesh capability, as shown by radio labeled 040. Depending
on the needs of the network, the 2-radio units are dynamically
re-configured to support either need, infrastructure mesh
(010) or backhaul support to ad hoc mesh (020). Labels 050
and 060 designate connected and broken ad hoc mesh links.

FIG. 14 is an application of the Hybrid Mesh concept to a
Public Safety embodiment. The node labeled 010 is a Station-
ary node on top of a light pole, in this embodiment. A mobile
embodiment shown as labeled 020 is entering the building
(arrow) such as when carried by firefighters. These mobile
units are also called “breadcrumb” routers. The Mobile Mesh
nodes provide connectivity to two-radio portable units worn
by the firefighters in this picture. All firefighters are thus
connected to themselves through a peer-to-peer mesh net-
work shown as a thin line. They are also connected to the
Infrastructure mesh backhaul through one or more connect
points. This ensures redundancy in network connectivity. The
broken link (labeled 060, FIG. 13) is avoided.

FIG. 15 is an application of the Hybrid Mesh concept
related to a Battle Force Protection embodiment.

FIG. 16 depicts an embodiment using mesh nodes which
feature four radio slots used in the modular mesh framework
of FIG. 17. There are two slots for radio cards on the front and
back. Up to four radios 010 are thus supported on a single
embedded systems board. The radio card antenna connec-
tions 030 are included for four radios. Two Ethernet ports 020
provide wired access to provision wired uplink and wired
service access.

FIG. 17 indicates the modular mesh framework, whereby a
four slot board, as shown in FIG. 16, may be configured to
provide different functionalities: Two radio Backhaul (BH)
010; three radios BH+AP 020; four Radio with BH AP and
Scanner 030; four radio with Full Duplex (FD) using a
coupled two radio BH 040. Further, since the modular mesh
framework always forms a tree, these nodes are part of a
switch hierarchy, as shown in FIG. 5.

FIG. 18 depicts how the installation software is tagged to
both the radios and board characteristics. It shows a serial line
connected to load the boot loader program, after which the
Ethernet port is used to complete the software installation and
branding process. Compiling the install program on the board
it is intended to run on performs this function, thus creating a
unique software image.

FIG. 19 is a screen dump of the Flash Deployment software
developed and implemented to ensure that software generated
for the install of this board cannot be used by another mesh
node. When the software installation process begins, the soft-
ware is compiled on the board it is intended for and the
compilation process is unique since it is based on a number of
unique factors. The software is generated on the board that it
is intended to run on—to ensure that the software image
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cannot be used to run on another board, thus preventing both
software privacy and dissuading theft of the mesh nodes.

FIG. 20 shows that the Mesh Control Software sits above
the Media Access Control (MAC) of the radio. As such it is
radio and protocol agnostic, in one embodiment.

FIG. 21 shows how channel interference is dynamically
managed in the logical two-radio system.

FIGS. 22 and 23 introduce an embodiment bridging across
diverse wireless medium using the example of an N-Logical
wireless medium bridge, referred to as the “nightlight” In one
embodiment, the nightlight serves as both range extender and
intermediary between device “chirps” and more conven-
tional, IP based, communication devices and protocols.

FIG. 24 shows the synchronization of multiple voice
devices accessing the same wireless medium with a focus on
the time for bulk receipt of packets that are shared among the
separate devices.

FIG. 25 shows a voice device talking to a dedicated voice
radio and data devices taking to a data radio, with one phone
2501, capable of taking to both 2502 and 2503 in one embodi-
ment. The night light embodiment 2504 manages both voice
and data transceivers, in the depicted embodiment.

FIG. 26 depicts the dynamic collaboration tree for an
exemplary supply chain application.

FIG. 27 shows an isolated mobile network cluster and
communication within it using VOIP phones.

FIG. 28 through 29 describes an embodiment wherein
isolated network clusters may converge with distributed
DHCP services and inherent conflict resolution using ran-
domized sub net address ranges.

FIG. 30 through 31 depict the process of generating an OS
less image for secure small footprint devices and an exem-
plary graphical programming environment for simple sen-
sory devices, in one embodiment.

FIGS. 32 and 33 depict device repeaters and range extend-
ers. Conceptually these devices are similar to clients, such as
the soldiers shown in FIG. 15. They provide blind repeating
and therefore range extension for remote devices. They also
serve as a redundant path, similar to FIG. 13 but employing a
single physical radio. Thus, in chirp language, they are birds
that repeat and relay a bird song in string of pearl configura-
tions.

FIG. 34 through 36 depict representative IP based “light”
or low payload packets that may be used to transport chirp
data over a IP based network. 802.11 packets are used as
examples. Chirp data is encapsulated in such packets for
onward transmissions, in unicast, multicast or broadcast
modes, in search of flower/agents/tunes/subscribers inter-
ested in the chirp/pollen. In one embodiment, chirp devices
use such innocuous frames to transport payload—only chirp
aware routers know how to recognize them as chirp packets
and process their (secure) routing to appropriate agents
accordingly.

FIG. 37 through 38 map the equivalent slots/ports of wired
and wireless switch equivalents as shown in the embodiment
discussed in conjunction with FIGS. 4 and 5.

FIG. 39 shows how logical radio modes, Uplink (U),
Downlink (D), Scanner (S), Access Point for Service (A) map
to physical transceivers in single radio and multi radio mesh
node embodiments. The joining of tree branches 3950 to tree
trunks 3960 is aided by common routers 3952.

FIG. 40 is a simulation of a representative prior art mesh
routing algorithm and its comparison to tree based routing of
FIG. 4. The thicker blue lines in FIG. 40, 4040 denote the
minimal spanning tree. Note the dashed lines have to be
additionally recomputed for each node in prior art mesh rout-






